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Dark Web Monitor Log - Weekly

Weekly monitoring log for dark web intelligence gathering. Document searches, findings, and risk assessments across forums,
markets, and other dark web sites. Maintain chain of custody notes for any evidence collected.

Monitoring Week

Week Of: .........................  Case Ref: .........................

Analyst: .........................  Review Date: .........................

Date Checked Site / Forum Keywords Searched Results Found Screenshots Risk Level Action Taken

2025-03-10 darkforum1.onion subject_username, email 3 relevant posts 2 captured Medium Saved posts, logged URLs

2025-03-10 market2.onion full name, DOB No results 0 Low Logged search, no hits

2025-03-11 forum3.onion email@domain.com 1 match found 1 captured High User profile screenshot

saved

2025-03-12 chat4.onion alias, phone number Partial match 0 Medium Need to revisit with VPN

2025-03-13 market5.onion SSN, passport Alert: data listed 3 captured Critical Escalated to incident

response

2025-03-14 forum6.onion company name, breach Mentioned in breach 1 captured High Logged for report

Risk Level Definitions

Critical: Direct threat or confirmed PII/data exposure requiring immediate action. High: Probable threat or likely data exposure. Monitor
closely. Medium: Possible threat or indirect mention. Keep monitoring. Low: No threat detected or routine search. 

Chain of Custody - Evidence Log

Exhibit # | Description | Date Collected | Collector | Hash / Checksum

_________ | ____________ | _______________ | _________ | __________________

_________ | ____________ | _______________ | _________ | __________________

_________ | ____________ | _______________ | _________ | __________________

Weekly Summary

Key Findings: ___________________________________________________

_______________________________________________________________

Actions Required: ________________________________________________

Next Review Date: ________________________________________________
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